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TESTING DL SYSTEMS

DeepXplore: Automated Whitebox Testing
of Deep Learning Systems
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T0 TRULY ASSESS

THE QUALITY oF DL SYSTEMS
WE NEED T0 EVALUATE THEIR BEHAVIOUR
ATTHE FRONTIER

BY GENERATING VALID INPUTS




REALISM: MODEL-BASED INPUT REPRESENTATION
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FRONTIER OF BEHAVIOURS
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FRONTIER AND VALIDITY DOMAIN
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QUANTITATIVE ASSESSMENT

Frontier Input Pair Reference Q Frontier Radius
Im1, m2] € S

radius(S) = 2mes dist(m, Q)
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QUALITATIVE ASSESSMENT

Original Seed Frontier LQ System Frontier HQ System
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PROPOSED APPROACH

GENERATING A SET OF FRONTIER INPUT PAIRS
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PROPOSED APPROACH

GENERATING A SET OF FRONTIER INPUT PAIRS
1. DIVERSIFY THE GENERATED SOLUTIONS
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PROPOSED APPROACH

GENERATING A SET OF FRONTIER INPUT PAIRS

1. DIVERSIFY THE GENERATED SOLUTIONS
2. MINIMIZE e DISTANCE 1o THE FRONTIER
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PROPOSED APPROACH

GENERATING A SET OF FRONTIER INPUT PAIRS

1. DIVERSIFY THE GENERATED SOLUTIONS

2. MINIMIZE e DISTANCE 7o Tve FRONTIER
3. MAXIMIZE tve INTRA-PAIR SIMILARITY
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DEEPJANUS
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EXPERIMENTAL EVALUATION
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SELECTED 180 FRoNTIER INPUTS BY DEEPJANUS oN MNIST
ASKED 20 HUMAN EVALUATORS TO CLASSIFY THEM
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Frontier Inputs
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CONSIDERED THE FRONTIER INPUTS BY DEEPJANUS 0N BEAMNG
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Frontier Inputs
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DIFFERENTIATION

DOES DEEPJANUS PROVIE

USEFULTO D




WHICH FRONTIER INPUTS ARE
MORE CHALLENGING TO HUMANS?
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MNIST BEAMNG
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RADIUS OF HQ IS
SIGNIFICANTLY
LARGER THAN

THE ONE OF LQ
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COMPARISON

IS DEEPJANUS
BETTER THAN

THE STATE OF THE ART
T00L DLFUZZ?
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DEEPJANUS
EXPLORES A
SIGNIFICANTLY
LARGER FRONTIER
THAN DLFUZZ
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INPUTS
GENERATED BY
DEEPJANUS ARE
MORE REALISTIC
THAN THE ONES
OF DLFUZL
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