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THE AGE OF DEEP LEARNING (DL)
CAN WE TRUST SOFTWARE THAT LEARNS?
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HOW WILL THE DL BASED 
SYSTEM BEHAVE FOR DATA 

BEYOND THE ORIGINAL 
DATASET?
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AUTOMATED TEST GENERATION FOR DL BASED SYSTEMS
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NEED FOR A HUMAN-INTERPRETABLE 
CHARACTERISATION OF THE MISBEHAVIOURS
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FEATURE MAPS
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FEATURE 
SELECTION
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FEATURE SELECTION METHODOLOGY
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FEATURE SELECTION METHODOLOGY: OPEN CODING
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FEATURE SELECTION METHODOLOGY: OPEN CODING
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Open Coding
Pilot Study Consensus 
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Labelled Inputs

FEATURE SELECTION METHODOLOGY: OPEN CODING
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Open Coding
Pilot Study Final LabellingConsensus 
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FEATURE SELECTION METHODOLOGY: OPEN CODING
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FEATURE SELECTION METHODOLOGY: METRICS IDENTIFICATION
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Candidate Metrics
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FEATURE SELECTION METHODOLOGY: METRICS IDENTIFICATION

Metrics Identification

Candidate Metrics

Candidate 
Metrics 
Design

Metrics Validation 
and Correlation

Case study Feature Metric Correlation P-value

MNIST

Boldness Lum 0.67 < 0.002
Smoothness AvgAng 0.05 0.241

Discontinuity Mov 0.9 < 0.002

Rotation Or 0.43 < 0.002
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FEATURE SELECTION METHODOLOGY: METRICS IDENTIFICATION
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AUTOMATED TEST 
GENERATION
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EVOLUTIONARY ALGORITHMS
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EVOLUTIONARY ALGORITHMS
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EVOLUTIONARY ALGORITHMS
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ILLUMINATION SEARCH
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DEEPHYPERION
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DEEPHYPERION



MODEL-BASED INPUT PERTURBATIONS - DIGITS
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MODEL-BASED INPUT PERTURBATIONS - ROADS
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MISBEHAVIOUR 
DETECTION
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MISBEHAVIOUR DETECTION
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EXPLORATION 
EFFECTIVENESS
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EXPLORATION EFFECTIVENESS
MNIST BEAMNG
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MISBEHAVIOUR 
CHARACTERISATION
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MISBEHAVIOUR CHARACTERISATION
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MISBEHAVIOUR CHARACTERISATION
MNIST BEAMNG
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USAGE: TEST ADEQUACY CRITERION
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EXTENSION: DEEPHYPERION-CS
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