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TRADITIONAL DEEP LEARNING (DL) SYSTEM ASSESSMENT

Triggering misbehaviours of the DL system 
with inputs beyond its original dataset with 

feature combinations of interest
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TEST GENERATION FOR DL SYSTEMS
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FEATURE MAPS [ZOHDINASAB ET AL., ISSTA 2021 & TOSEM 2023]
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SUBJECT SYSTEMS

MNIST: Hand-written 
Digit Recognition

IMDB: Movie Review 
Sentiment Analysis

Images Texts
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DEEPATASH CONFIGURATIONS: SELECTION MECHANISM

FF1: MIN distance 
to the target 

FF2: MIN closeness 
to misbehavior 

FF3: MAX 
sparseness

GA

NSGA-II Multi-Objective (NSGA-II): 
Explicitly promotes diverse and 
misbehaviour-inducing inputs

Single-Objective (GA): 
Reduced overhead
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DEEPATASH CONFIGURATIONS: SPARSENESS METRICS
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RQ1: BEST DEEPATASH CONFIGURATION

0
10.5

21
31.5

42

7
14
21
28

INPUT LATENT EXPLANATION INPUT LATENT EXPLANATION
GA NSGA-II

MN
IST

IM
DB

# TESTS CLOSE TO THE TARGET (TC)



13

RQ2: COMPARISON WITH STATE OF THE ART
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RQ3: FINE-TUNING DL SYSTEMS WITH DEEPATASH INPUTS

ORIGINAL DL 
SYSTEM

DEEPATASH 
TRAINING SET

FINE TUNING UPDATED DL 
SYSTEM
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RQ3: FINE-TUNING DL SYSTEMS WITH DEEPATASH INPUTS

Subject
Original Test Set DeepAtash Test Set

ACC before ACC after ACC before ACC after

MNIST 99.11 99.23 0.00 99.55
IMDB 88.19 89.57 0.00 98.39
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DIVERSITY COMPUTATION

21



HYPERPARAMETERS
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